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DETAILED ACTION 



1 . This action is in response to the original filing of December 2, 2003. Claims 1 -28 
are pending and have been considered below. 

Claim Rejections - 35 USC § 102 



2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claim 1-28 are rejected under 35 U.S.C. 102(b) as being anticipated by Moshir et 
al (US 6,990,660). 

4. Claim 1 : Moshir discloses a network device for managing a software change 
over a network comprising: 

a. A transceiver arranged to send and to receive a packet over the network (Col 
6, line 20-67; Col 7, line 1-10); 

b. Determining an update policy associated with the network device (Col 24, line 
60-67; Col 25, line 1-40); 

c. Determining an availability of the software change based in part on the update 
policy (Col 25, line 60-67); 
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d. Selecting the software change based in part on the update policy (Col 23, line 
20-63); 

e. Receiving the software change through a distribution service according to the 
update policy (Fig 2, item 220; update server); and 

f. Installing the software change on the network device according to update 
policy (Col 23, line 20-63). 

Claim 2: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses the network is at least one of 
a network appliance, server appliance, internet appliance, intranet appliance, web 
server, cache server, file server, router, gateway, switch, bridge, firewall, and a proxy 
(Col 6, line 20-67). 

Claim 3: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses the update policy further 
comprises at least one of a selection criterion, a delivery criterion, and an installation 
criterion (Col 17, line 30-45; Col 23, line 20-63; Col 10, line 7-20). 
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Claim 4: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses the distribution service is 
further configured to enable access to the software change from at least one of a 
repository, a third party service, a test server, and a development server (Col 20, line 
54-60). 

Claim 5: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses the distribution service further 
comprises at least one of a reverse proxy server, and a peer-to-peer device (Col 7, line 
45-67). 

Claim 6: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses selecting the software change 
further comprises determining the selection based in part on at least one of a hardware 
configuration of the network device, a priority associated with the software change, a 
software configuration of the network device, a type associated with the software 
change, a control list, an impact associated with the software change, and a schedule 
(Col 17, line 30-45). 

Claim 7: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses the software change is 
independent of a software version number (Col 1 , line 65-67; Col 2, line 1-8). 
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Claim 8: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses validating the integrity of the 
software change in part through a cryptographic mechanism (Col 24, line 27-34). 

Claim 9: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses the software change further 
comprises a third-party change, wherein the third party change is included in the 
software change at least in part by a third party (Col 20, line 54-60). 

Claim 10: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses installing the software change 
further comprises generating a log that enables rollback of the installed software change 
(Col 28, line 10-50). 

Claim 1 1 : Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses the software change further 
comprises a change package that includes at least one of a binary file, a configuration 
file, a change descriptor, a package descriptor, test procedure, and a deployment 
descriptor (Col 8, line 5-25). 
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Claim 12: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses the software change is 
digitally signed by at least one of a developer, releaser, tester, third party, and a 
manager associated with the software change (Col 15, line 40-60). 

Claim 13: Moshir discloses the network device for managing a software change 
over a network as in claim 1 above, and further discloses determining the availability of 
the software change further comprises subscribing to the distribution service (Col 1 1 , 
line 20-50). 

Claim 14: Moshir discloses a method for managing a software change to a 
network device over a network comprising: 

a. Determining an update policy associated with the network device (Col 24, line 
60-67; Col 25, line 1-40); 

b. Determining an availability of the software change based in part on the update 
policy (Col 25, line 60-67); 

c. Selecting the software change based in part on the update policy (Col 23, line 
20-63); 

d. Receiving the software change through a distribution service according to the 
update policy (Fig 2, item 220; update server); and 

e. Installing the software change on the network device according to update 
policy (Col 23, line 20-63). 
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Claim 15: Moshir discloses the method for managing a software change to a 
network device over a network as in claim 14 above, and further discloses determining 
the update policy further comprises determining at least one of a selection criterion, a 
delivery criterion, and an installation criterion for the software change (Col 17, line 30- 
45). 

Claim 16: Moshir discloses the method for managing a software change to a 
network device over a network as in claim 14 above, and further discloses determinig 
an availability of the software change further comprises: 

a. Subscribing the distribution service (Col 1 1 , line 20-50); and 

b. Monitoring the distribution service for the software change (Col 4, line 55-67). 

Claim 17: Moshir discloses the method for managing a software change to a 
network device over a network as in claim 14 above, and further discloses selecting the 
software change further comprises determining the selection based in part on at least 
one of a hardware configuration of the network device, a priority associated with the 
software change, a software configuration of the network device, a type associated with 
the software change, a control list, an impact associated with the software change, and 
a schedule (Col 17, line 30-45). 
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Claim 18: Moshir discloses the method for managing a software change to a 
network device over a network as in claim 14 above, and further discloses the software 
change further comprises a change package that includes at least one of a binary file 
(data file), a configuration file, a change descriptor, a package descriptor, test 
procedure, and a deployment descriptor (Col 8, line 5-25). 

Claim 19: Moshir discloses the method for managing a software change to a 
network device over a network as in claim 14 above, and further discloses installing the 
received software change further comprises determining at least one of a priority, an 
impact, an integrity, and a time associated with the installation of the software change 
(Col 10, line 5-20). 

Claim 20: Moshir discloses the method for managing a software change to a 
network device over a network as in claim 14 above, and further discloses the 
distribution service further comprises at least one of a reverse proxy server, and a peer- 
to-peer device (Col 7, line 45-67). 
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Claim 21 : Moshir discloses a system for communicating a change package over 
a network, comprising: 

a. A repository configured to store the change package (Fig. 3, item 338); 

b. A distribution service, coupled to the repository, that is configured to distribute 
the change package over the network (Fig. 7); 

c. Determining an update policy associated with the client (Col 24, line 60-67; 
Col 25, line 1-40); 

d. Determining an availability of the change package based in part on the update 
policy (Col 25, line 60-67); 

e. Selecting the change package based in part on the update policy (Col 23, line 
20-63); 

f. Receiving the change package through a distribution service according to the 
update policy (Fig 2, item 220; update server); and 

g. Installing the received change package on the client according to update 
policy (Col 23, line 20-63). 

Claim 22: Moshir discloses the system for communicating a change package 
over a network as in claim 21 above, and further discloses the distribution service 
further comprises at least one of a reverse proxy server, and a peer-to-peer network 
(Col 7, line 45-67). 
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Claim 23: Moshir discloses the system for communicating a change package 
over a network as in claim 21 above, and further discloses the repository further 
comprises at least one of trust information, subscription information, and an observer 
mechanism (Col 3, line 55-67). 

Claim 24: Moshir discloses the system for communicating a change package 
over a network as in claim 21 above, and further discloses a license manager coupled 
to the distribution service, and enabled to provide at least one of a public key certificate, 
a software license, a control list, and a revocation list (Col 14, line 30-50). 

Claim 25: Moshir discloses the system for communicating a change package 
over a network as in claim 21 above, and further discloses the change package further 
comprises least one of a software change, a change descriptor, a package descriptor, 
and a deployment descriptor (Col 16, line 20-25). 

Claim 26: Moshir discloses the system for communicating a change package 
over a network as in claim 21 above, and further discloses the client further comprises 
at least one of a network appliance, server appliance, internet appliance, intranet 
appliance, web server, cache server, file server, router, gateway, switch, bridge, firewall, 
and a proxy (Col 6, line 20-67). 
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Claim 27: Moshir discloses the system for communicating a change package 
over a network as in claim 21 above, and further discloses the distribution service 
further comprises at least one of a reverse proxy server, and a peer-to-peer device (Col 
7, line 45-67). 

Claim 28: Moshir discloses an apparatus for managing a software change over a 
network comprising: 

a. A transceiver arranged to send and to receive a packet over the network (Col 
6, line 20-67; Col 7, line 1-10); 

b. A means for determining an update policy associated with the apparatus (Col 
24, line 60-67; Col 25, line 1-40); . 

c. A means for determining an availability of the software change (Col 25, line 
60-67); 

d. Means for selecting the software change (Col 23, line 20-63); 
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Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Sakanishi (US 6,678,888) discloses method and system for software 
distribution. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Phillip H. Nguyen whose telephone number is (571) 
270-1070. The examiner can normally be reached on Monday - Friday 10:00 AM - 3:00 
PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Myhre can be reached on (571) 270-1065. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 





